[Organisation name]  ·  Pseudonymisation and re-identification assessment
Pseudonymisation and re-identification assessment
How identifiable the released data is, in whose hands, and the evidence for that view.
	Organisation
	[Organisation name], [registered address], company no. [number], ICO registration no. [number]

	Project
	Licensing de-identified operational data to micro1 Inc. (Company Data Partnerships program)

	Document owner
	[Name, role]

	DPO or data protection lead
	[Name]

	Version and date
	0.1 draft  ·  [date]

	Status
	[Draft / with DPO / approved / superseded]



Guidance: The ICO’s guidance on anonymisation and pseudonymisation (March 2025) treats identifiability as a spectrum that depends on who holds the data and the means they have. Pseudonymised data remains personal data for anyone who holds or can access the key. It may be effectively anonymous for a recipient who cannot re-identify anyone by means reasonably likely to be used. Your own disclosure of it is still processing of personal data.
1. Identifiers and how they are treated
	Identifier
	Where it appears
	Treatment
	Confirmed by

	Names of people
	Headers, body text, signatures, CRM fields
	Consistent made-up stand-in [micro1 to confirm]
	[ ]

	Email addresses, usernames, chat handles
	Headers, mentions
	[Replaced]
	[ ]

	Phone numbers, postal addresses
	Signatures, CRM
	[Replaced / removed]
	[ ]

	Company names (customers, suppliers)
	Throughout
	[Replaced]
	[ ]

	Dates
	Throughout
	[Kept / shifted / generalised]
	[ ]

	Locations
	Throughout
	[Generalised to region]
	[ ]

	Job titles and roles
	Signatures, text
	[Generalised where rare]
	[ ]

	Rare events and unique details
	Free text
	[Screened; records excluded where needed]
	[ ]

	Attachments and images
	Email, tickets
	[Excluded / separately processed]
	[ ]



2. The swap key
	Who holds it
	[ ]

	Where it is stored and how it is protected
	[ ]

	Who can access it
	[ ]

	Destruction date and evidence
	[ ]

	Ever shared with recipients?
	[Must be no]



3. Evidence of tool performance
micro1 has published research on its de-identification tool, with detection rates on a public test set and on its own harder test set. These are micro1’s own results on made-up data. [Record the figures from micro1’s paper and ask whether the tool has been tested on data like ours.]
4. Motivated intruder test on samples
Guidance: A motivated intruder is a reasonably competent person with access to public information who wants to identify someone in the data, without specialist skills or insider knowledge. Ask two or three staff who know the business, and one person who does not, to try to identify people in a sample of de-identified records.
	Sample size and how chosen
	[e.g. 200 records across all sources, stratified]

	Testers
	[ ]

	Method and time allowed
	[ ]



	Record ref
	Identified?
	How
	Action taken

	[ ]
	[Y/N]
	[ ]
	[ ]

	[ ]
	[Y/N]
	[ ]
	[ ]

	[ ]
	[Y/N]
	[ ]
	[ ]



5. Conclusion
	In our hands
	Personal data (we hold the originals).

	In micro1’s hands
	[Personal data if it holds the key or raw data]

	In AI developers’ hands
	[Effectively anonymous / still personal data, with reasons]

	Assessed by
	[Name, role, date]

	Review
	Before each new release
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