[Organisation name]  ·  Contract and data licence checklist
Contract and data licence checklist
Terms to look for in micro1’s agreement before signing. Review with your legal adviser.
	Organisation
	[Organisation name], [registered address], company no. [number], ICO registration no. [number]

	Project
	Licensing de-identified operational data to micro1 Inc. (Company Data Partnerships program)

	Document owner
	[Name, role]

	DPO or data protection lead
	[Name]

	Version and date
	0.1 draft  ·  [date]

	Status
	[Draft / with DPO / approved / superseded]



Guidance: This is a checklist, not a contract. Mark each term as found (with the clause number), missing or negotiated. Part A applies only if micro1 handles raw personal data on your behalf (for example, export and de-identification), because it then acts as your processor and Article 28 requires these terms.
Part A: Processor terms (Article 28), if micro1 processes raw data for you
	Term
	Why it matters
	In contract?
	Notes

	Processes only on our documented instructions
	Article 28(3)(a)
	[Y / N / clause]
	[ ]

	Confidentiality of personnel
	Article 28(3)(b)
	[Y / N / clause]
	[ ]

	Appropriate security measures
	Article 28(3)(c) and Article 32
	[Y / N / clause]
	[ ]

	Sub-processors only with our authorisation, on the same terms
	Article 28(2) and (4)
	[Y / N / clause]
	[ ]

	Assists with data subject rights and complaints
	Article 28(3)(e); complaints handling since 19 June 2026
	[Y / N / clause]
	[ ]

	Assists with security, breach notification and DPIAs
	Article 28(3)(f)
	[Y / N / clause]
	[ ]

	Deletes or returns raw data at the end
	Article 28(3)(g)
	[Y / N / clause]
	[ ]

	Provides information and allows audits
	Article 28(3)(h)
	[Y / N / clause]
	[ ]



Part B: Data licence terms
	Term
	Why it matters
	In contract?
	Notes

	Purpose limited to AI training and evaluation
	Stops other uses of the dataset
	[Y / N / clause]
	[ ]

	Ban on re-identification by micro1 and every recipient
	Core safeguard for pseudonymised data
	[Y / N / clause]
	[ ]

	Onward recipients named or described, bound by equivalent terms
	Controls who ends up with the data
	[Y / N / clause]
	[ ]

	Swap key: who holds it, separation, destruction date
	The only route back to real people
	[Y / N / clause]
	[ ]

	Sample review and right to remove items before release
	Your quality gate
	[Y / N / clause]
	[ ]

	Re-processing if missed identifiers are found
	Remedy for tool errors
	[Y / N / clause]
	[ ]

	Security standard and certifications
	Evidence for the DPIA
	[Y / N / clause]
	[ ]

	Breach notification within a set time
	You need to meet your own 72-hour duty
	[Y / N / clause]
	[ ]

	Retention periods and deletion certificates
	Storage limitation
	[Y / N / clause]
	[ ]

	Removal of an individual’s records after delivery
	Objections and erasure requests
	[Y / N / clause]
	[ ]

	Memorisation or output safeguards by recipients
	Reduces risk of personal data appearing in model outputs
	[Y / N / clause]
	[ ]

	Transfer mechanism stated
	See document 05
	[Y / N / clause]
	[ ]

	You keep ownership; licence scope, exclusivity and term
	Commercial protection
	[Y / N / clause]
	[ ]

	Payment terms and how value is set
	Commercial clarity
	[Y / N / clause]
	[ ]

	What survives termination (data already used in training)
	Sets expectations honestly
	[Y / N / clause]
	[ ]

	Liability and indemnity for breaches by micro1 or recipients
	Allocation of risk
	[Y / N / clause]
	[ ]

	Governing law and jurisdiction
	Where disputes are heard
	[Y / N / clause]
	[ ]



Part C: Our own contracts
	Check
	Result

	Client contracts or NDAs restricting use or disclosure of client information
	[ ]

	Clients whose consent is needed, and whether obtained
	[ ]

	Professional or regulatory duties (legal privilege, financial services, health)
	[ ]

	Third-party material (supplier documents, licensed content) we may not have the right to license
	[ ]

	Employment contracts, policies or union agreements affecting staff communications
	[ ]
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