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Data protection impact assessment
Licensing de-identified operational data to micro1 Inc. Prepared under UK GDPR and the Data Protection Act 2018, as amended by the Data (Use and Access) Act 2025.
	Organisation
	[Organisation name], [registered address], company no. [number], ICO registration no. [number]

	Project
	Licensing de-identified operational data to micro1 Inc. (Company Data Partnerships program)

	Document owner
	[Name, role]

	DPO or data protection lead
	[Name]

	Version and date
	0.1 draft  ·  [date]

	Status
	[Draft / with DPO / approved / superseded]

	Related documents
	02 Legitimate interests assessment · 03 Compatibility assessment · 04 Scope and data inventory · 05 Transfer risk assessment · 06 Contract checklist · 07 Transparency pack · 08 Pseudonymisation assessment · 09 Decision record



Guidance: This draft follows the structure of the ICO’s sample DPIA template. Text in yellow brackets must be completed or confirmed. The risk ratings are suggested starting points only; your DPO should assess them against your own data. Statements about how micro1 operates must be confirmed by micro1 in writing before you rely on them.
Step 1: Why a DPIA is needed
We are considering licensing a de-identified copy of our operational data (email, chat, CRM, tickets and documents) to micro1 Inc., a US company, which supplies it to AI developers to train AI models. Under Article 35 of the UK GDPR, a DPIA is required where processing is likely to result in a high risk to individuals. We consider a DPIA necessary because the processing:
1. uses innovative technology (training AI models);
1. involves large volumes of communications about staff, customers, suppliers and third parties;
1. reuses personal data for a purpose people would not reasonably expect, and may be invisible to them unless we tell them;
1. involves a disclosure to a third party and a transfer outside the UK;
1. may incidentally include special category or criminal offence data.
Step 2: Description of the processing
Nature of the processing
	Source systems
	[List: e.g. Microsoft 365 / Google Workspace mail, Slack / Teams, CRM, ticketing, knowledge base, document stores. Detail in document 04.]

	How data is extracted
	[Who runs the export, with what access, in what format. micro1 to confirm whether its engineers perform the export.]

	Who de-identifies, and where
	[micro1 to confirm: does de-identification run inside our environment, or does micro1 receive raw data and de-identify it on its own systems?]

	De-identification method
	micro1 states it uses a proprietary PII de-identification model that replaces each real person with a consistent made-up stand-in. [micro1 to confirm in writing: identifiers covered, handling of free text, attachments and images, generalisation of dates and locations.]

	Sample review
	[Confirm: we review samples and can remove items before release.]

	Who holds the swap key
	[micro1 to confirm: who holds the key linking stand-ins to real people, where it is stored, and when it is destroyed.]

	Recipients
	micro1 Inc. (US). AI developers that license the dataset from micro1 [micro1 to confirm categories or names of recipients and terms imposed on them].

	Storage and retention
	[micro1 to confirm retention for raw data, key and de-identified dataset, and deletion process.]

	Data flow diagram
	[Insert or attach: our systems > export > de-identification > release approval > micro1 > AI developer.]



Scope of the processing
	Categories of personal data
	Names, email addresses, phone numbers, job titles, workplace communications and opinions, customer account and transaction details, [others].

	Special category / criminal offence data
	[Expected to be excluded. Record any that may remain in free text and how it is screened.]

	Data subjects
	Employees and former employees; customers and their staff; suppliers; prospects; other people mentioned in communications.

	Volume
	[Approximate number of messages, records and documents; approximate number of individuals.]

	Date range
	[e.g. January 20XX to December 20XX]

	Geography
	[Where data subjects are located: UK / EEA / US / other. EEA residents may bring the EU GDPR into play.]



Context of the processing
1. Relationship with data subjects: [employment / customer / supplier]. Control they have over the processing: [describe].
1. Would they expect this use? [Unlikely without notice. Explain what notice will be given (document 07).]
1. Children or vulnerable people: [none expected / describe].
1. Prior concerns or complaints about our data handling: [none / describe].
1. Wider context: public concern about AI training on personal data; ICO guidance on AI and on anonymisation (March 2025) is relevant.
1. Security standards or certifications held by micro1: [micro1 to confirm, e.g. ISO 27001, SOC 2].
Purposes of the processing
1. Our purpose: to earn licence income from operational data we already hold, without disclosing who it is about.
1. micro1’s purpose: to structure and supply training data to AI developers.
1. AI developers’ purpose: to train models that learn how business work is done.
1. Benefits: [income amount and use]; contribution to better AI tools for business. No intended effect on any individual.
Step 3: Consultation
	Who
	How and when
	Views and response

	DPO / data protection lead
	[ ]
	[ ]

	Information security / IT
	[ ]
	[ ]

	Legal / contracts (client confidentiality, privilege)
	[ ]
	[ ]

	Staff or their representatives
	[ ]
	[ ]

	Clients whose contracts restrict data use
	[ ]
	[ ]

	micro1 (written answers to our questions)
	[ ]
	[ ]



Step 4: Necessity and proportionality
	Lawful basis
	Legitimate interests, Article 6(1)(f). See document 02. Consent is not practical for historical communications and is not relied on.

	Compatibility with original purposes
	Article 8A compatibility assessment for each data source. See document 03. Sources originally collected on the basis of consent are excluded unless the Article 8A conditions are met.

	Special category and criminal offence data
	Excluded by scope and screening (document 04). No Article 9 or Article 10 condition is relied on.

	Data minimisation
	Only systems, teams and date ranges needed are included; high-risk systems excluded; pseudonymisation applied before release.

	Transparency
	Privacy notices updated before reuse; staff briefing; customer notice (document 07).

	Individual rights
	Objections honoured before export; complaints route in place (required since 19 June 2026); limits after training explained honestly.

	Processors and recipients
	Article 28 terms for any processing micro1 does on our behalf; licence terms for micro1 as recipient (document 06).

	International transfers
	Safeguard and transfer risk assessment (document 05).

	Storage limitation
	[Retention periods agreed with micro1.]

	Could we achieve the purpose with less data?
	[Record alternatives considered: narrower scope, shorter date range, excluding free text, fully anonymised data.]



Step 5: Identify and assess risks
Guidance: Suggested inherent ratings before any measures. Likelihood: Remote, Possible or Probable. Severity: Minimal, Significant or Severe. Overall risk: Low, Medium or High. Replace with your own assessment.
	Ref
	Source of risk and potential impact on individuals
	Likelihood
	Severity
	Overall

	R1
	Re-identification from details left in the data: job titles, locations, dates, rare events or writing style in free text point to a specific person.
	Possible
	Significant
	Medium

	R2
	The de-identification tool misses identifiers: names in signatures, attachments, images, nicknames, chat handles, email addresses or phone numbers.
	Probable
	Significant
	High

	R3
	Raw (not yet de-identified) data is exposed during export, transfer or storage before de-identification, through a breach or misdirected access.
	Possible
	Severe
	High

	R4
	The swap key linking stand-ins to real people is compromised, misused or kept longer than needed.
	Remote
	Severe
	Medium

	R5
	Special category or criminal offence data is included by accident: health details in sickness emails, HR grievances, disciplinary matters.
	Probable
	Severe
	High

	R6
	People are not aware their communications are being licensed. Loss of trust, complaints, objections, reputational harm.
	Probable
	Significant
	High

	R7
	Individuals' rights cannot be honoured after delivery: an objection or erasure request after the data has been used to train a model.
	Possible
	Significant
	Medium

	R8
	A trained model memorises and reproduces text from the data, including any personal data the tool missed.
	Remote
	Significant
	Low

	R9
	Onward use beyond the agreed purpose: an AI lab or other recipient uses, shares or combines the data in ways not agreed, or attempts re-identification.
	Possible
	Severe
	High

	R10
	Transfer to the US without an adequate safeguard, or US public-authority access to the data.
	Possible
	Significant
	Medium

	R11
	Breach of client confidentiality, contractual restrictions or legal privilege (not a data protection risk as such, but assessed here because the same data is in scope).
	Possible
	Severe
	High

	R12
	Data kept by micro1 or recipients for longer than necessary.
	Possible
	Minimal
	Low

	R13
	Children's data in scope (for example, if customers or service users include under-18s).
	[Assess]
	[Assess]
	[Assess]

	R14
	Staff see the reuse of their workplace messages as intrusive or as monitoring, affecting employee relations.
	Possible
	Significant
	Medium



Step 6: Measures to reduce risk
	Ref
	Options to reduce or eliminate risk
	Effect
	Residual risk
	Approved

	R1
	Generalise dates, locations and job titles; screen free text; exclude rare-event records; run a motivated intruder test on samples (document 08).
	Reduced
	[Low / Medium]
	[Y/N]

	R2
	Obtain written evidence of the tool’s detection rate on data like ours; review samples before release; exclude attachments and images unless separately processed; agree re-processing if misses are found.
	Reduced
	[Medium]
	[Y/N]

	R3
	Prefer de-identification inside our own environment so raw data never leaves. If micro1 must receive raw data: processor contract, encryption in transit and at rest, named access only, deletion of raw data on completion with written confirmation.
	Reduced
	[Low / Medium]
	[Y/N]

	R4
	Key held by [us / micro1, to confirm], stored separately, access-logged, destroyed on a set date with written confirmation. Recipients never receive it.
	Reduced
	[Low]
	[Y/N]

	R5
	Exclude HR, payroll, occupational health and legal systems; keyword and classifier screening for health and criminal terms; manual check of flagged items (document 04).
	Reduced
	[Medium]
	[Y/N]

	R6
	Update privacy notices before any data is reused; staff briefing; notice to customers; simple objection route honoured before export (document 07).
	Reduced
	[Medium]
	[Y/N]

	R7
	Honour objections before export. Contract terms on removal from the dataset after delivery. Tell people honestly what can and cannot be undone after training.
	Reduced
	[Medium]
	[Y/N]

	R8
	De-identification before release; contractual commitment from recipients to output filtering or memorisation safeguards [micro1 to confirm].
	Reduced
	[Low]
	[Y/N]

	R9
	Contract: purpose limitation, ban on re-identification, ban on onward sharing except named recipients on equivalent terms, audit rights, deletion at end of term (document 06).
	Reduced
	[Medium]
	[Y/N]

	R10
	Confirm the transfer safeguard (UK Extension to the EU-US Data Privacy Framework, IDTA or UK Addendum); transfer risk assessment; pseudonymise before transfer where possible (document 05).
	Reduced
	[Low]
	[Y/N]

	R11
	Review client contracts and NDAs; exclude client-confidential and privileged material; obtain client consent where contracts require it.
	Reduced
	[Low]
	[Y/N]

	R12
	Contractual retention periods and deletion certificates for raw data, key and dataset.
	Reduced
	[Low]
	[Y/N]

	R13
	[If present: exclude children's data, or complete a separate assessment against the ICO Children's code.]
	[ ]
	[ ]
	[Y/N]

	R14
	Consult staff or their representatives before deciding; explain the safeguards; exclude private or welfare channels; record and answer concerns.
	Reduced
	[Low]
	[Y/N]



Step 7: Sign-off and outcomes
	Measures approved by
	[Name, role, date]. Integrate actions into the project plan, with owners and dates.

	Residual risks approved by
	[Name, role, date]. If any high risk remains, consult the ICO before going ahead (Article 36).

	DPO advice provided
	[Date]

	Summary of DPO advice
	[ ]

	DPO advice accepted or overruled
	[If overruled, give reasons.]

	Consultation responses reviewed by
	[ ]

	Review date and owner
	[e.g. before each new data release, and at least annually]



Annex: questions for micro1
Guidance: Send these before completing Steps 2, 5 and 6. Keep micro1’s written answers with this DPIA.
1. Does de-identification run inside our environment, or do you receive raw data? If you receive raw data, where is it stored, who can access it, and when is it deleted?
1. Who holds the key linking stand-ins to real people? Where is it stored and when is it destroyed? Do recipients ever receive it?
1. Which identifiers does your tool remove or replace? How do you handle free text, signatures, attachments, images and chat handles?
1. What detection rate does your tool achieve, and has it been tested on data like ours?
1. Can we review samples and remove items before release? Will you re-process if we find missed identifiers?
1. Are you acting as our processor for export and de-identification, and as an independent controller afterwards? Will you sign Article 28 terms?
1. Which safeguard covers transfers from the UK: the UK Extension to the EU-US Data Privacy Framework, the IDTA or the UK Addendum?
1. Who receives the dataset? What terms bind them on purpose, re-identification, onward sharing, retention and memorisation?
1. How long do you keep the raw data, the key and the dataset, and how do we request deletion?
1. Can you remove an individual’s records after delivery? What happens to models already trained?
1. What security certifications do you hold, and will you notify us of a breach, and within what time?
Annex B: extra risks if the company has closed
Guidance: Only for a company that is no longer operating. Use with document 10.
	Ref
	Risk
	Likelihood
	Severity
	Overall
	Measures

	D1
	Data licensed without authority: the company is dissolved (assets belong to the Crown), or the wrong person signs.
	Possible
	Severe
	High
	Check status at Companies House on the day of signing; hold evidence of authority (board resolution or office-holder decision); restore the company first if dissolved.

	D2
	Data kept beyond its retention period solely in order to sell it.
	Probable
	Significant
	High
	Record the retention position for each source; justify any retention; exclude data already past its retention period unless the justification is documented and approved.

	D3
	Former staff and customers not told, so they have no chance to object.
	Probable
	Significant
	High
	Transparency plan: last-known contact details, website and social notices, an objection window before export.

	D4
	Nobody left to answer objections, access requests or complaints after closure.
	Probable
	Significant
	High
	Contract names who handles requests and complaints afterwards (micro1 or the office-holder), with a published contact.

	D5
	Direct messages and private channels contain sensitive personal content.
	Probable
	Severe
	High
	Exclude direct messages and private, HR and welfare channels by default; screen the rest.

	D6
	Weak control over access: former employees still hold admin rights, tenants have lapsed, or exports sit on personal devices.
	Possible
	Significant
	Medium
	Identify who holds admin access; revoke unneeded accounts; secure any existing exports; confirm the provider has not deleted the tenant.

	D7
	Former staff see the sale as exploiting their conversations; reputational harm to founders and directors.
	Possible
	Significant
	Medium
	Be open about the sale, the safeguards and the objection route; narrow scope.
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